Nudopmanuonnas naMmsaTka

AJIs1 00y4JarommXxcs Ui pa3MelneHus Ha opuumnaabHbIX UHTEepHET-pecypcax

C kaxxgblM rogoM MOJSIOAEXN B MHTEPHETE CTaHOBUTbLCA BornbLUe, a LWKOMbHUKN OOHU U3
caMblX aKTUBHbIX Nosfib3oBaTenen PyHeTa. Mexay TemM, MOMMMO OFPOMHOIO KOofiMyecTsa
BO3MOXXHOCTEN, UHTEPHET HeceT M Npobnembl. ATa naMsaTKka AOSHKHA NoMoYb Tebe
©e3onacHoO HaxoauUTbCH B CETU.

KoMnbloTepHblie BUpYChI

KOMNbIOTEPHbLIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHLIX NPOrpamMm, OTIIMYUTENbHOM
0COBEHHOCTbIO KOTOPOW ABMSETCHA CMNOCOBHOCTb K pa3MHOXEHUI0. B gononHeHune kK
3TOMY, BUPYCbl MOTYT MOBPEOUTb UITU MOSTHOCTBIO YHUYTOXUTL BCE (panrbl U JaHHbIE,
NOAKOHTPOSbHbIE MONb30BaTESO, OT UMEHW KOTOPOro Obina 3anylieHa 3apaeHHasi
nporpamMma, a Takxke noBpeauTb UNKN Aaxe YHUUTOXUTb OnepaLnoHHY CUCTEMY CO
BCceMU parnamm B Lenom. B 6onbluMHCTBE cnyyYyaeB pacnpocTpaHATCs BUPYChl Yepes
WHTEPHET.

MeToabl 3aWUThbl OT BpeaAOHOCHbIX nporpamMmm:

1. Acnonb3yi cCoBpEMEHHbIE ONepaLnoOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HBIN YPOBEHD
3aLlUnTbl OT BPELOHOCHbIX Mporpamm;

2. [MoCcTOAHHO ycTaHaBnmMBan nayvytu (LM poBble 3annaTku, KOTOpble aBTOMaTUYECKN
yCTaHaBnmMBalTCs C Lenblo JopaboTkn nporpaMmbl) U gpyrne oOHOBNEHUS CBOEN
onepaumnmoHHon cnuctemol. CkaumBam nx TONbKO C odomumanbHOro canta paspaboTymnka
OC. Ecnu cyLiecTByeT pexxmm aBToMaTU4eCckoro 06HOBNEHUS, BKITHOYM €r0;

3. PaboTal Ha cBoeM KOoMMboTEPE NoA4 NpaBamMu NONb3oBaTerns, a He agMUHUCTpaTopa.
OTO0 He No3BONUT BOMBLUMHCTBY BPEAOHOCHbLIX MPOrpaMm MHCTanIMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbOTEPE;

4. V\cnonb3yi aHTMBUPYCHbIE NPOrpaMMHble NPOAYKTbl U3BECTHbLIX MPOU3BOAUTENEN, C
aBTOMaTU4ecknm obHoBneHnem 6as;

5. OrpaHuyb PU3NMYecknii 4OCTYN K KOMMbIOTEPY AN MOCTOPOHHUX ML

6. icnonb3yn BHeLWHME HocUTenn nHopMaumm, Takme Kak drieLuka, guck unu damn ms
WHTEPHETA, TONbKO U3 NPOdEePEHHbBIX NCTOYHUKOB,

7. He oTkpbIiBan KOoMMbloTepHbIE halnbl, NOTyYEHHbIE U3 HEHAAEXHbBIX MCTOYHUKOB.
[axe Te hannbl, KOTOpbIE NpUCIan TBOM 3HAKOMbIW. Jlyylle yTOYHM y HEro, oTrnpasnsn
nn oH Tebe nx.

Cetu WI-FI

Wi-Fi - 3T0 He B1UA nepegayn OaHHbIX, HE TEXHOMNOIMS, a BCero nuwb 6pena, mapka. Ewwe
B 1991 roagy HMaepnaHackasi komnaHus 3apermctpupoana 6peHg « WECAy, 4to
obo3Hauvano cnosocoyeTaHne «Wireless Fidelity», KoTopbin nepeBoanTCs Kak
«becnpoBogHasa TOYHOCTbY.



[lo Hawero BpeMeHu gowwna gpyras abbpesnatypa, KoTopas ABNSAETCHA TaKOW Ke
TexHonormnen. 1o abbpesnatypa «Wi-Fi». Takoe HazBaHMe GbINIO AAHO C HAMEKOM Ha
CTaHZapT BbICLUNK 3BYKOBOW TEXHUKN Hi-Fi, 4TO B nepeBoge 03Ha4YaeT «BbICOKas
TOYHOCTbY.

[a, 6ecnnaTtHbI MHTEPHET-AOCTYN B Kade, OTENSAX U a3ponopTax ABMSETCA OTNINYHOM
BO3MOXXHOCTbHIO BbIXO4a B MHTEPHET. HO MHOrne akcnepTbl CYMTAKOT, YTO
obwepnoctynHble Wi-Fi ceTn He aBnsatoTcsa 6e3onacHbIMK.

CoBeThbl No 6be3onacHocTu paboTe B obuienoctynHbix cetax Wi-fi:

1. He nepegaBan cBO NnYHy0 MHGopmaumo Yepes obenoctynHole Wi-Fi ceTw.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naposiv A0CTYNa, NIOrMHbl U Kakne-To HoMepa;

2. Nicnonb3yn 1 06HOBSA aHTUBUPYCHbIE NporpaMmbl 1 GpaHamayep. Tem cambiM Tbl
obe3onacuilb cebsa OT 3akadkm BMpyca Ha TBOE YCTPOUCTBO;

3. MNpun ncnonesoaHmum Wi-Fi oTknoum pyHkumo «O6Lwmn goctyn Kk doannam m
npuHTepam». [JaHHasa yHKUUA 3aKpbiTa N0 YMONYaHWIO, OAHAKO HEKOTOpPbIEe
nonb3oBaTeny akTUBUPYIOT €€ Anga yaobcTea ncnonb3oBaHus B paboTe unu yyebe;

4. He ncnonbeayn nyénuynein WI-FI ona nepegaym nn4yHblX aHHbIX, HAanpumep gns
BbIXO[a B coLuaribHble CETU UMW B 3JTEKTPOHHYIO MOYTY;

5. nonb3yin TonbKo 3awmueHHoe coeanHeHme Yyepe3 HTTPS, a He HTTP, T.e. npwu
Habope Beb-agpeca BBOAM MMEHHO «https://»;

6. B mobunbHoMm TenedgoHe oTknioun dyHkumo «lMNogkntodenne Kk Wi-Fi aBTomatmnyeckny.
He ponyckan aBToMaTU4eCcKoro noakntoyeHus yctponctea k cetam Wi-Fi 6e3 TBoero
cornacus.

CoumnanbHble ceTu

CoumanbHble CeTh akTUBHO BXOONAT B HALLY »KW3Hb, MHOTUE MoaM paboTatoT U XKMBYT Tam
nocTosiHHO, a B Facebook yxe 3apernctpupoBaH Munnvapg YenoBek, YTo siBNsieTcs
oHOW cefbMoV Bcex xutenen nnaHeTol. MHoOrne nonb3oBaTenn He NOHMMAIOT, YTO
NHdopMaLms, pa3MeLLleHHas UMW B cOLManbHbIX CETSX, MOXeT ObiTb HaaeHa u
ncnonb3oBaHa kem yrogHo, B TOM Yucne He 06s3aTenbHO ¢ 6rnarnmm HamepeHUsIMK.

OcHoBHble coBEThLI N0 6€30NacHOCTM B COLMANbHbLIX CETSX:

1. OrpaHunyb cnucok apysen. Y 1ebst B Apy3bsx HE AOMMKHO ObITb CRyYarHbIX U
HEe3HaKOMbIX NIOAEN;

2. 3awmuan cBo 4YacTHyLo XX13Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaTy
TBOEro POXAEHNSA N OPYIYHO NUYHYO MHopMaLNKo. 3r0YMbILLNEHHUKA MOTYT
ncnonb3oBaTh Aaxke MHopMaLnIo O TOM, Kak Tbl U TBOU POAUTENM NNaHUpyeTe
NPOBECTM KaHUKYIbI;

3. 3awymiian cBor penyTauuio - epXXn ee B YNCTOTe U 3afaBaii cebe BONpoc: XoTen Obl
Thl, YTOObI ApYyrue nonb3oBaTeny BUAENU, YTo Thl 3arpyxaelub? MNogyman, npexae Yyem
YTO-TO ONyBNMKoBaTb, HAaNMUCcaTb U 3arpy3unThb;



4. Ecnv Tbl rOBOPULLb C NM0AbMU, KOTOPbIX HE 3HAELlb, He UCMONb3YI CBOE pearbHoe
UMS U APYTYHO NIWYHY MHAOPMaLUK: UMSI, MECTO XXUTENbCTBA, MECTO Yy4elbbl U NPOYEE;

5. N3beran pasmellieHuns gotorpacdun B MHTepHeTe, rae Tbl M306paxkeH Ha MECTHOCTH,
Mo KOTOPOM MOXHO onpeaennTb TBOE MECTOMOSIOXEHNE;

6. [Mpu pernctpaumm B coumanbHON CETU HEOBXOAMMO MCNOMNb30BaTb CNOXHbIE NAPONN,
cocToswme n3 6ykB U LNMP U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ansa coumnanbHOM CeTU, NOYThl U APYrMX CanToB HEOHBXOAMMO UCMONb30BaTh pasHble
naponu. Toraa ecnu Tebsa B3nomMaroT, TO 3M0YMbILLAEHHUKN NosydaT JOCTYN TOMbKO K
OOHOMY MECTY, a He BO Bce cpasy.

3neKTpOHHbIe AeHbI'n

ONEKTPOHHbLIE OEHBIN — 3TO OYEHb y,EI,06HbIﬁ cnocob nnaTexen, ogHako CyLLEeCTBYIOT
MOLUEHHUKN, KOTOPbIE XOTAT NONY4YNTb 3TN OEHLIA.

3]'IeKTp0HHbIe OEeHbIn noABUIINCb COBCEM HEOJABHO N UMEHHO M3-3a 3TOI0 BO MHOTUX
rocygapcrteax o CuX nop He nporncaHo rnpo HMX B 3aKOHax.

B Poccun e oHU oyHKLMOHUPYHOT M O HUX YKe NPOMNUCaHOo B 3aKOHe, rae Nx pasnensoT
Ha HECKONbKO BUAOB - aHOHMMHbIE N HE aHOHMMHbIe. PasHunua B TOM, YTO aHOHUMHBbIE -
37O Te, B KOTOPbIX pa3peLlaeTcs NPoBOAUTL onepauum 6e3 naeHTudmkaumm
nonb3oBaTens, a B HEAHOHUMHbIX MAEHTUdKUKALMM NONb30BaTENs ABNSETCH
obsi3aTenbHON.

Takke crnegyeT pasnuyaTb NEKTPOHHbIE dUaTHbIE AeHbIN (PaBHbI FOCYAapPCTBEHHbIM
BarnoTaMm) 1 3NeKTPOHHbIE HedhMaTHbIE AeHbI (HE paBHbI FOCYAapPCTBEHHbLIM BarnoTam).

OcHoBHble coBeThbl N0 6e3onacHon paboTe ¢ SNEKTPOHHLIMU AEeHbraMu:

1. MpuBsKM K cHETY MOOUNBbHBLIN TeNedOH. ATO caMblin YAOOHbLIN 1 ObICTPLIN CNOCO0
BOCCT@HOBUTb AOCTYN K cyeTy. [puBA3aHHbIN TenedoH NoMoxXeT, ecnu 3abyaellb CBOW
nnaTeXHbIN Naponb U 3angellb Ha CauT C HE3HAKOMOrO YCTPOWCTBA;

2. Vicnonb3yit oaHopasoBble naponu. Mocne nepexona Ha yCUIEHHYO aBTOPU3aLnNIo
Tebe yxe He ByaeT yrpoxaTb OnacHOCTb KpaXku UINK nepexeaTta MnraTexHoro napons;

3. Bbibepu cnoxHbli naponb. MNpectynHukam 6yaeT He NPOCTO yragaTb COXKHbIN
naponb. HagexHble naponu — 3TO Naponu, KOTopble coaepXxaT He MeHee 8 3HaKOB U
BKMNIOYaKT B ceb5 CTpOYHbIE M NPONUCHLIE BYKBbI, LMAPLI U HECKOSTbLKO CUMBOJIOB, Takne
Kak 3HaK gonnapa, gyHTa, BOCKnmuaTesnbHbii 3Hak 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOU NMNYHbIE OaHHbIE HA canlTax, KOTOPbIM HE OOBEpPAELLb.
aneKTpOHHaﬂ no4yTta
ONEeKTPOHHAA NoYTa — 3TO TEXHONOrns 1 npegocTtaBiiAeMble eto YCITYyIrn no nepecbiyike n

MOMYyYEHNI0 3NEKTPOHHBLIX COOOLLEHWNI, KOTOPbIE pacnpeaensaTcs B KOMMNbIOTEPHOW
ceTn. OBbIYHO 3MEKTPOHHbLIN NMOYTOBLIN ALWLMK BbIrMAANT CrleayoLwmm obpasom:




nMsa_nonb3oBatena@uma_aomMmeHa. Takke Kpome nepegadm NnpocToro TeKCTa, MeeTcs
BO3MOXHOCTb NepeaaBaTb oansibl.

OcHOBHbIE COBETbI N0 6e3onacHom paboTe C ANEKTPOHHOW NMOYTOMN:

1. Hapo BbIbpaTh NpaBUrbHbINM MOYTOBLIN CEPBUC. B MHTEpPHETE €CTb OrPOMHBIN BbIGOP
BecnnaTtHbIX NOYTOBbLIX CEPBMCOB, O4HAKO fNy4ylle JOBEPSATb TEM, KOro 3Haellb U KTO
nepBbi B PEUTUHTE;

2. He ykasbiBayn B NIM4HON NoYTE NMYHY0 MHGOopMmaumo. Hanpumep, nydile Bbibpatb
«My3blKanbHbIn_aHaT@» nnu «pok2013» BmecTo «Ttemal3dy;

3. Nicnonb3yn AByxaTanHyo aBTopu3aumto. ITO Koraa noMMMO Napons HY>XXHO BBOAUTb
Koa, npucbinaembln no SMS;

4. Bbibepu CnoxHbln naposb. [nsa KaXkaoro noYToBOro slimnka ormkeH ObiTb CBOWM
HaZEeXHbIN, YCTONYMBBLIN K B3rIOMY Maporib;

5. Ecnun ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NTNYHbBIN BOMpocC, MCI'IOJ'Ib3yIZ Ty
BO3MOXHOCTDb;

6. icnonb3yi HECKOSbKO MOYTOBbIX AWMKOB. [epBbi Ana YacTHOW Nepenuckn ¢
agpecatamu, KOTOPbIM Tbl 4OBEPSELUb. JTO ANEKTPOHHbIV aapec He Haf0 MCNOMb30BaTb
npu perncTpaumm Ha oopymax n cantax;

7. He oTKpbiBan dannbl n gpyrue BrioXeHs B MMCbMax Aa)ke eCN OHU NPULLISN OT TBOMX
apysen. Jlydie yTouHM y HUX, OTNPaBsnn niv oHn Tebe aTn dannsl;

8. Nocne okoHYaHMs paboTbl HA MOYTOBOM CEPBUCE Nepes 3aKpbITUEM BKMaAKMN C CanToM
He 3abyab HaXaTb Ha «BbIATUY.

Knb6epOynnuHr unun BupTyanbHoe usaeBaTtesibCTBO
KnbepbynnuHr — npecnegoBaHne cooblieHnamm, cogepxawmmmm ockopbnenus,

arpeccuto, 3anyrmsaHume; XynmraHCTtBo,; colunanbHoe 6017IKOTI/IpOBaHVIe C noMoLlbO
pa3nn4HbiX MHTEPHET-CEepPBUCOB.

OcHOBHbIE COBETbLI N0 bopbbe ¢ KMbepOyIUHIOM:

1. He 6pocarica B 6on. Jlydwumi cnocob: nocoBeToBaTbCs Kak cebsi BECTU U, eCnn HeT
TOro, K KOMY MOXHO 06paTUTLCS, TO BHAa4arne ycrokouTbcsa. Ecnu Tbl Ha4YHeLb oTBeYaTh
ockopbneHnsMn Ha ockopbneHns, To TONbKO elle 6onblue pasoxokellb KOHAIUKT;

2. Ynpaensun cBoen knbeppenyTtaumen;

3. AHOHMMHOCTb B CETU MHUMAas. CyLLI,GCTByI-OT cnocobbl BbIAICHNTb, KTO CTOUT 3a
AdHOHNMHbIM aKKayHTOM;

4. He cTOMT BECTU XynMraHCcKuin obpas BUpTyanbHOM Xu3HW. IHTEpHET dukcmpyeT Bce
TBOW OENCTBUSA U COXpaHAeT nx. Yaanutb ux bygeT kpanHe 3aTpyaHUTENBHO;

5. Cobniogai cBor BUPTYyarbHY YECTb CMOSOAY;



6. rHopupyn eanHnYHbIN HeraTmue. OgHOpa30oBble OCKOPOUTENbHbIE COOBLLIEHUS Nyulle
urHopmpoBaTtb. OBbIYHO arpeccusi npekpaLllaeTcs Ha HavyanbHOW cTaguu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbBIMU COOBLLEHNSIMU, B COLMANbHbIX
CETSX eCTb BO3MOXXHOCTb B6SIOKMPOBKM OTNpaBKM COOBLLEHNI C onpefeneHHbIX aapecos;

8. Ecnu Tbl cBngeTens knbepbynnuHra. TBou 4eNCTBUS: BbICTYNUTb NPOTUB
npecnenosarens, nokasaTb eMy, YTO ero 4enNCcTB1US OLLEHNBAOTCHA HEraTMBHO,
noggepXatb XepTBY, KOTOPOW HyXXHa Ncuxonornyeckas NomMoLLlb, COOBLLNTL B3POCIIbIM O
drakTe arpeccrBHOro NoBeAeHNs B CETU.

Mob6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 NNaHLLEeTbl coaepxaT B cebe BronHe B3poChbIi
dyHKUMOHAr, U TeENepb OHM MOTYT KOHKYPUPOBaTb CO CTaLUMOHAPHBLIMWU KOMMbIOTEPAMMU.
OpHako, cpeacTB 3alnTbl Ans NOA0OHbIX YCTPONCTB Noka O4eHb Marno. TecTupoBaHue u
MOUCK YSI3BUMOCTEN B HUX NPOUCXOAMUT HE Tak MHTEHCUBHO, kak ans MK, To xe camoe
KacaeTcsl U MOOUMbHbBIX MPUNOXEHWUNA.

CoBpeMeHHble MOBUIbHbIe Bpay3ephbl yXKe NPakTUYeckn 4orHanu HacTonbHble aHanoru,
ofHaKo paclunpeHne dyHKUMOoHana BrieYeT 3a coboi 60MbLLYI0 CNOXHOCTb Y MEHbLLYHO
3aLUMLLEHHOCTb.

[laneko He Bce npon3BOANTESTN BbIMYyCKaroT oBHoBNEHUS, 3aKkpbiBawLlne Kputn4eckme
YA3BUMOCTU OJ1A CBOUX yCTDOIZCTB.

OcHOBHbIE COBETbI Ang 6e30nacHOCTU MObunbHOro TenedoHa:

1. Hnyero He siBngeTcs no-HacTosdwemy 6ecnnaTtHeiM. byab oCTOpOXeH, BeAb Korga
Tebe npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-To nraTHble
ycnyru;

2. lyman, npexage 4em otnpasutb SMS, ¢oTo nnu Buaeo. Tbl TOYHO 3HAELLb, I4E OHU
OyayT B KOHEYHOM uTore?

3. HeoGxoanmo o6HOBNATL ONepaLnoHHY0 CUCTEMY TBOErO CMapTOHa;
4. \cnonb3yit aHTUBMPYCHbIE NporpaMmbl AN MOGUIbHBLIX TenedoHOB;

5. He 3arpyxxan npunoxeHusi OT HEU3BECTHOIO UCTOYHMKA, Beb OHU MOTYT coaepXaTb
BpeaOoHOCHOE nporpamMmmMmHoe obecneyeHue;

6. [Mocne TOro Kak Tbl BbIMAELWb C canTa, rae BBOAWI NMNYHYO MHopMaumio, 3anm B
HacTpownkn 6paysepa 1 yganm cookies;

7. MNMepuroamnyeckn NpoBepsi Kakne NnaTHble YyCryrn akTMBMPOBaHbl HA TBOEM HOMEPE;

8. [laBaw cBor HOMeEpP MOBUNBHOro TeredoHa TOMbLKO MASAM, KOTOPbIX Thbl 3HaELb U
KoMy fgoBepsieLlb;

9. Bluetooth gomxkeH ObITb BbIKNIOYEH, KOraa Tbl UM HE nonb3yelbes. He 3abbiBan
nHoraa npoBepsiTb 3TO.



Online urpbl

COBpeMeHHbIe OHJTANH-UIPbI - 3TO Kpaco4Hble, 3axBaTbiBalOLLNE pa3BNeYeHus,
obbeanHaLME COTHU ThICAY YenoBek No BCEMY MUPY. Nrpokn ncecnenyrT OaHHbIN UM
Mup, obwatoTcs Apyr € gpyrom, BbINOJTHAKOT 3aaHUA, cpaakoTCcqd C MOHCTpaMn 1
nosiy4atoT onbIT. 3a YOOBOJbCTBUNE OHU NMNAaTAT. NMOKYNakoT ANUCK, orJiavynBaloT aboHemeHT
nnn npmo6peTar0T Kakne-T1o onuunn.

Bce aTu cpeacTtBa uayT Ha nogdepXkaHve U pasBUTUE UIPbl, a TakkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHOTCS CUCTEMbI aBTOPU3aLUN, BbIMYCKaOTCA HOBbIE NaTyn
(umdbpoBble 3annaTku Ans Nporpamm), 3aKpbiBarTCs YA3BUMOCTU CEPBEPOB.

B nogo6HbIx nrpax CtounT onacatbCAd HE CTOJIbKO CBOUX COMEPHUNKOB, CKOJIbKO KpaXu
TBOEro naposn4d, Ha KOToOpoOM OCHOBaHa CMCTeMa aBToOpu3aunn GonbluMHCTBA urp.

OcHOBHbIE COBETbI N0 6&30MacHOCTU TBOEro UIPOBOro akKkayHTa:

1. Ecnn gpyron urpok Beget cebsi nnoxo nnu cosgaet tebe HenpusaTHOCTKU, 3abnokupyn
ero B CrcKe UrpoKoB;

2. [Moxanynca agMUHUCTPaAToOpam Urpbl Ha Moxoe noBegeHne 3Toro Urpoka,
XenaTenbHO NPUNOXUTb Kakne-TO AoKasaTesibCTBa B BUAE CKPUHOB;

3. He ykasblBan nn4Hyto nHdopmMauuo B npodanse urpbl;
4. YBaxan Opyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBnueam HeoduumanbHble NaTyn U Moapl;

6. /icnonb3ym CrnoXxHble U pasHble Naposv;

7. [Jaxxe BO BpeMs Urpbl HE CTOUT OTKMOYaTb aHTUBUPYC. [oKa Tbl Urpaellb, TBOU
KOMMbIOTEP MOTYT 3apasuThb.

PUWNHr nun KpaXa JIM4YHbIX AdaHHbIX

O6blyHOM Kpa>|<el71 OeHer n JOKYMEHTOB CerogHsd y>e HMKOro He yamBullb, HO C
pa3BunTneEM MHTepHeT-TeXHOJ'IOI'VIﬁ 3JTOYMbILWNEHHUKN NMEPEMECTUITUCb B UHTEPHET, U
npoaokakT 3aHMMAaTbCA «TIOBUMbIMY» AENOM.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLEHHMYECTBA UM OULLNHT, FNaBHaa Lenb
KOTOPOro COCTOMUT B MOMNyYeHUN KOHMAEHUMANbHbBIX AaHHbIX NOfib3oBaTenen — fornHoB
n naponen. Ha aHrnunckom s3sbike phishing yitaetca kak uwmHr (oT fishing — pbibHas
noens, password — naporb).

OcHoBHble coBeThI N0 6opbbe ¢ PULLIMHIOM:

1. Cnegun 3a cBoMM AKKayHTOM. Ecnu Tbl nogo3peBacellb, YHTO TBOA aHKETa Obina
B3NlOMaHa, To Heob6xoanmo 3a6J'IOKVIpOBaTb ee 1 coodwmnTb aaMMHUCTpaTopam pecypca
00 3TOM KaK MOXHO CKopee€;



2. |/|CI'IOJ'Ib3yl7I ©e3onacHble Beb-canTbl, B TOM YMCre, MHTEPHET-Mara3mHoOB N NMONCKOBbIX
CUCTEM,

3. Nicnonb3yn CroxHble 1 pasHble naponu. Takum obpasom, ecnm Tebs B3nomatoT, TO
3M10yMbILUMIEHHUKW Nony4YaT SOCTYM TOMbKO K OOHOMY TBOEMY NPOMUIII0 B CETU, @ HE KO
BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoaMmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
AobasneHbl y Tebs B APY3bsiX, 0 TOM, YTO TeBSA B3fIoManu 1, BO3MOXHO, OT TBOEN0 MMEHMU
OyneT paccbinaTbCsa cnam U CCbIfKM Ha (PULLNHIOBbLIE CaNThI;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUNbHBIM TENEdOH;

6. OTKNOYM coxpaHeHue napons B 6paysepe;

7. He oTkpbIBaun hannbl U Apyrue BrioXeHUs B NUCbMaxX Aaxke eCriv OHU NpULLIN OT TBOUX
apysen. Jlydue yTouHM y HUX, OTNPaBsnn fiu oHM Tebe aTn dannsbl.

LndpoBas penytauus

LincdbpoBas penyTtaums - 3To HeraTUBHasa Uy No3nTMBHas MHdopmaLms B cetn o Tebe.
KomnpomeTupytoLas nicopmaums pasMmeLleHHas B UHTEPHETE MOXET CePbe3HbIM
obpa3omM OTpasanTbLCs Ha TBOEW peanbHOM Xn3Hu. «Llndposas penytaums» - 3To TBOK
UMUK, KOTOpbIA hopMUpyeTcs U3 MHpopmaummn o Tebe B MHTEPHETE.

TBOE MECTO XUTEeNbCTBA, y‘-IG6bI, TBOE q)MHaHCOBOG NosioXXeHne, 0CoOBEHHOCTH
XapakTtepa n pacckasbl O Gnn3KNX - BCE 3TO HaKannmMBaeTCs B CETU.

MHorne NnoApOCTKM NErKOMbBICIIEHHO OTHOCATCA K NyOnmMkaumm IMYHOM MHpopMaLnn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNEeACTBMIA. Thl faXe He CMOXeLUb AoragaTbCs O
TOM, 4YTO hoTorpadus, pasmeLleHHast 5 neT Hasag, ctana NpUMYNHOM OTKasa NPUHATL
Teba Ha paborTy.

KommeHTapuu, pasmelleHme TBoux dpotorpadomin n gpyrme 4eNCTBUS MOTYT HE UCHE3HYTb
Aaxke rnocrie Toro, Kak Tbl UX yaanuib. Tbl HE 3HaeLlb, KTO COXpaHun 3Ty MHGOopMaLmio,
nonasa fnn oHa B NOUCKOBbIE CUCTEMbI U COXPaHWUIIacb NN OHa, a rNaBHOoe: YTO NogyMatT
o Tebe okpyxatoLlee ngun, KoTopble HangyT N yBUAAT 3TO0. HanTtn nHdopmaumo MHOro
neT CnycTs CMOXeT Mobon - kak n3 4o6pbIX NOBYXOEHUN, Tak N C HAMEpPEHUEM
NPUYNHUTL Bpea. OTO MOXET BbITb KTO YrogHO.

OcCHOBHbIE COBETbI N0 3aLmnTe ULMAPOBON penyTaLlnn:

1. NMoagymaii, npexae YeM 4YTo-To NyGrukoBaTb U NepegaBaTb y cebs B Griore unu B
coumarnbHoOM CeTy;

2. B HacTpomnkax npodunsa yCTaHOBWU OrpaHUYeHnsa Ha NPOCMOTP TBOEro npodunsa u ero
COAEPXUMOrO, caernam ero ToNbKO «A5s ApY3eny;

3. He pa3mewian n He ykasbiBan MHOOpMaLMO, KOTOpasi MOXET KOro-nmbo ockopbnsaTtb
nnn odbmxatb.



ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMbHUKN- aKTUBHbIE NoNb30oBaTeny unudgpoBoro npoctpaHcTea. OaHako
[laneko He BCe 3Hal0T, YTO MOMb30BaHNe MHOMMMU BO3MOXHOCTSIMU LIMPPOBOro Mupa
TpebyeT cobnoaeHusl NpaB Ha UHTENNeKTyanbHy COBCTBEHHOCTD.

TepMUH «MHTENNeKTyanbHas COGCTBEHHOCTb» OTHOCUTCSH K PasnnYHbIM TBOPEHUAM
4ernoBeYeCcKoro yma, HaunHas ¢ HOBbIX M300pEeTEeHNIA U 3HAKoB, 0603HaYalLLIMX
COOCTBEHHOCTb Ha MPOAYKTbI M YCIYr , U 3aKkaH4MBas KHUramu, gotorpaduamu,
KMHOUNIbMaMW U My3blKanbHbIMU NPOU3BEAEHUSIMMU.

ABTOpCKME NMpaBa - 3TO NpaBa Ha MHTeNNeKTyanbHy COOCTBEHHOCTb Ha NPON3BEaEHUS
HayKu, NuTepaTtypbl N UCKycCcTBa. ABTOPCKME npaBa BbICTYNalT B KA4eCTBe rapaHTum
TOro, YTO UHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, 4acT emy
crnpaBenvBble BO3MOXHOCTM 3apaboTaTtb Ha pe3dynbTaTax CBOEro Tpyaa, nosyynTb
N3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelueHnsi aBTopa He MOXET BOCMPOM3BOAMUTb
ero npounsBeaeHne, pacnpocTpaHaTb, Ny6MYHO 4EMOHCTPUPOBATL, NPogaBaThb,
UMMNoOpTUPOBaTb, NycKaTb B NpoKaT, Ny6rIMYHO NCNOMHATL, NOKa3biBaTb/UCNONHATL B
adompe unu pasmellaTb B IHTepHeTe.

Mcnonb3oBaHue «MunpaTcKkoro» nporpamMmmHoOro obecneyeHns MoxeT npmBecT K MHOITMM
pUcCkam: OT NoTepn AaHHbIX K TBOMM aKkayHTaM OO0 6J'IOKI/IpOBKVI TBOEro yCTpOVICTBa, roe
yCTaHOBJ'IeHHbIIZ He rneranbHasa nporpamMmma. He ctouT Takke 3abbiBaTb, 4TO cywiecrtByeT
neranbHble U 6ecnnaTtHble nporpammbl, KOTOpble MOXHO HanTU B CETW.

O nopTtane CeteBMYOK.p - TBOW rMaBHbIN COBETYMK B CETU. 30€Cb Tbl MOXELLb Y3HaTb
0 6e30nacHOCTN B CETU MOHATHBLIM U AOCTYMNHbLIM SI3bIKOM, @ NPU BO3HUKHOBEHUU
KpUTUYECKOM cuTyauum obpatnTbCs 3a COBETOM. A TakKe NPUHATb y4acTue B KOHKypcax
N cTaTb cCaMbIM LMJPOBbLIM rpaxkgaHuHoOM!



